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------------------------------------------------------------------ABSTRACT--------------------------------------------------------------- 
Graphical passwords are an alternative to existing alphanumeric passwords. In Graphical passwords users click on images than 
type a long, complex password. Passpoints scheme is one of the Graphical user authentication techniques. In this method the 
password is represented by multiple clicks on a single image.  One of the advantages with Passpoints scheme is that, a user can 
click on any place in the image as a click point. Graphical authentication suffers a major drawback of Shoulder-surfing. 
Shoulder-surfing refers to someone observing the user’s action as the user enters a password. Due to this, the user’s action can 
be monitored by the attacker or it can be captured using recording devices such as camera. Sobrado and Birget suggested 
Convex Hull Click (CHC) scheme to counter shoulder-surfing using PassIcons which is different from PassPoint scheme. In this 
paper, we described how CHC is implemented in Passpoint-sheme to counter Shoulder Surfing Attack.  
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I. INTRODUCTION 

In these days, some of the computer users are using the 
Graphical password system for the security of their 
Information. The graphical Passwords are proposed for the 
alternative of textual password. Psychological studies 
support such assumption as the human can remember 
pictures better than a text [1].  A graphical password is a 
top secret that user inputs to a computer with the aid of 
graphical input devices like mouse, stylus or touch screen 
[2]. The main objective for the graphical password is that 
the people are better at remembering images than textual 
or artificial words. Graphical password can be formed in 
the combination of the image icons and pictures. In other 
words, graphical password is an authentication system that 
works by having the user select from images, in a specific 
order, presented in a graphical user interface. For this 
reason, the graphical password approach is sometimes 
called as Graphical user authentication. If the image is 
large and complex, and if it has a good resolution, it is the 
basis for the graphical passwords [3,4]. An excellent 
survey  
 

of the numerous graphical password schemes that have 
been developed is [5]. 
We can classify password systems as 

1. Recognition based systems [6, 7], 
2. Pure recall based systems [8, 9], 
3. Cued recall based systems [3,10,11]. 
 

In recognition based systems, a user chooses 
images or icons or symbols from a large collection; to be 
authenticated, the users need to recognize their previous 
choice among a large set of candidates. Dhamija, et al.  
Presented a scheme based on recognition of computer 
generated images.  In their system, user will be asked to 
select certain number of images from a set of random 
pictures generated by a program. Later, user will be 
required to identify the pre-selected images to be 
authenticated.  Akula and Devisetty [12] provide a 
variation of this method. The commercial scheme 
Passfaces [13] uses images of human faces. Davis, et al. 
studied such systems and found that user password 
selection is biased by race and gender. Wein-shall and 
Kirkpatrick [14] worked on a similar recognition based 
scheme in which users were asked to recognize a set of 
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images (100-200) from a database of 20,000 images. Their 
studies showed that even after one or two months, users 
could still recognize their graphical passwords with 90% 
accuracy. This study supports the hypothesis that people 
remember pictures/images better than alphanumeric 
strings. Recognition based graphical passwords seem to be 
easy to remember, but they have a drawback. In order to 
provide a sufficiently large password space they require 
many rounds of image recognition for authentication, 
which is tedious.  

In pure recall based graphical password schemes, 
users need to reproduce their password without being 
given any hints or cues. Alphanumeric passwords, as well 
as manuscript signatures, are examples of means of 
authentication based on pure recall. Jeremyn et al. 
described a graphical password scheme Draw a Secret" 
(DAS), where users draw a shape on a grid. Users need to 
draw approximately the same shape in order to 
authenticate themselves. Wei-Chi Ku et al. study a 
variation of DAS. Recent research by Thorpe and van 
Oorschot [15] describes possible dictionary attacks against 
DAS. Overall, graphical password schemes based on pure 
recall are quick and convenient to use, but they seem to 
have the same disadvantage as alphanumeric password: 
They are hard to remember with sufficient precision when 
they have enough entropy to be secure.  

The concept of cued recall was introduced in 
[16]. As the name indicates, users have to recall a 
password, but the system offers a framework of hints, 
context, and cues, that help the users reproduce their 
password or help them make the reproduction more 
accurate. In the field of computer systems the earliest 
example of a graphical password scheme based on cued 
recall was Blonder's patent. Here, the user is shown an 
image on the screen, and the password consists of a few 
points that the user chooses in the image (by clicking or 
pointing). The underlying images in the system help users 
recall their graphical password click points, but they have 
no direct role in the password. Authentication is performed 
by clicking near the previously determined points. In 
Blonder's scheme the image is partitioned into regions, 
whose outlines are visible; this results in comics-like 
images. The user has to click within the correct regions to 
log in. An extension of Blonder's idea was presented, this 
system allows natural images, without visible regions; 
instead, there are several underlying discretization grids 
(invisible to the user).We may conclude that cued recall is 
intermediate between recognition and pure recall. 
 
II. PASSPOINT STYLE GRAPHICAL PASSWORDS 
 

 Now a days, to access a computer resource, the 
most common authentication method we are using is 
traditional ‘username’ and ‘Password’, in which the 
password is secret alphanumeric word known to the 
computer and the user. But users have many problems with 

the alphanumeric passwords. If a password is not used 
frequently then there is a chance of forgetting and if the 
password is hard to guess, it is hard to remember. For 
these reasons the researchers have developed various 
graphical password schemes.  

The PassPoints scheme was first developed by 
Wiedenbeck, et al. [17] and it is based on the idea of 
Blonder. Even in Blonder’s approach the password is 
represented by multiple clicks on a single image. But 
Wiedenbeck’s PassPoints system overcomes the limitation 
of Blonder’s scheme, i.e. there are no predefined 
boundaries around areas of the image where the user can 
click. 

 One of the advantages with PassPoints scheme is 
that a user can click on anyplace on the image. An 
interface used in PassPoints scheme is shown in Fig. 1.It 
allows the use of arbitrary images. After clicking on 
several areas, the sequence is stored. A tolerance region 
around the chosen click points is calculated. When logging 
in, the user has to click on points within the tolerance. 
Generally, users cannot click on the same points that are 
selected during registration. So, a tolerance is given. This 
tolerance allows a user to click on nearby locations. For 
example, if the tolerance is 20X20, users can click on any 
location within the 20 pixels around (top, bottom, left, 
right) a click point. 
 

 
Fig 1: The PassPoints [16] interface 
 
There is another method in which a single click on 
multiple images is allowed. It is called as Cued Click 
Points. These schemes are called as cued recall based 
schemes since the background image can be regarded as a 
cue to recall the location of clicks chosen as a password. 

   Along with PassPoints technique, there are other 
techniques existing [18]. One such technique is Passfaces, 
in which user chooses four faces from a pool of faces. 
When logging in , the user sees a 3X3 grid of nine faces, 
consisting of one face previously chosen by the user and 
eight decoy faces, the user has to recognize and click 
anywhere on the chosen face. This procedure is repeated 
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with different target and decoy faces, for a total of four 
rounds. It is observed that Passfaces may be more 
memorable than alphanumeric passwords. Another similar 
system suggests that choosing images from a pool of 
images is a slow process, but the images are easier to 
remember over time. 

Passlogix [19] has developed a similar system. In 
their method, users must click on areas in the correct 
sequence in order to be authenticated. Invisible boundaries 
are defined for each clicked area in order to detect whether 
a particular area is clicked by the mouse. A similar 
technique was developed by sfr [20]. Microsoft has 
developed a comparable graphical password technique 
where users are required to click on pre-selected areas of 
an image in a chosen sequence [21]. 

 
III. HOW THE PASSPOINT SYSTEM WORKS? 
 

The PassPoints system by Wiedenbeck, et al. is 
based on the idea of Blonder, in which the password is 
represented by multiple clicks on a single image.  

If a new user wants to register, he has to enter a 
user name. He/she will be given a set of eight images. We 
used animals’ image, a map, a fruits and veg image, an 
image with birds, a group of national flags and dog’s 
image, and also things and house image etc. The 
registration page is as shown in the following fig. 2. 

 

 
Fig.2: A screen shot of registration page 
      
From these eight images, user has to select one image and 
then click on one or more areas as a graphical password. 
Users should remember the order of clicks and they have 
to produce the same order when they log in. Size of an 
image used in our application is 431X540. 

The PassPoint scheme allows the use of arbitrary 
images. After clicking on several places (pixels) the 
sequence is stored. A tolerance region around the chosen 
click points is calculated. When logging in, the user has to 
click on points within the tolerance. Generally, users 
cannot click on the same points that are selected during 

registration. So, a tolerance is given. This tolerance allows 
a user to click on nearby locations. For example, if the 
tolerance is 20X20, users can click on any location within 
the 20 pixels around a click point. 
IV. SHOULDER SURFING ATTACK 
 

Main  drawbacks  for  the  current graphical  
password  schemes  are  the  shoulder-surfing  problem  
and  usability  problem.  Even though graphical passwords 
are difficult to guess and break, if someone directly 
observes during the password entering session, he/she 
probably figure out the password by guessing it 
randomly. Nevertheless,  the  issue  of  how  to  design the 
authentication  systems  which  have  both  the security  
and  usability  elements  is  yet  another example of what 
making the challenge of Human Computer   Interaction 
(HCI)   and   security communities[22]. 

 In computers security jargon, shoulder-surfing 
refers to the direct observation techniques, such as looking 
over someone’s shoulder, to get information like 
passwords, PINs and other sensitive personal information. 
As well as when a user enters information using a 
keyboard, mouse, touch screen or any traditional input 
device. Like text based passwords graphical passwords are 
also vulnerable to Shoulder-Surfing. There are some 
schemes developed by researchers and the first scheme is 
developed by Sobrado and Birget [23] in which system 
displays a number of pass-objects among many different 
objects. User needs to recognize pass-objects to be 
authenticated. Second scheme is developed by Man, et al., 
in which the user needs to select a number of pictures as 
pass-object, but each pass-object has several variants and 
each variant has unique code. Third scheme is developed 
by Hong, et al., and this scheme still uses pass-object. 
Many techniques are available to counter the shoulder 
surfing attack. Sobrado and Birget suggested Convex Hull 
Click (CHC) scheme [24] to counter shoulder-surfing 
attack in graphical passwords, and it works with pass 
objects. In the following section we propose a 
countermeasure which is to be used with Passpoints 
scheme. 

 
 

V.  COUNTERMEASURE FOR SHOULDER SURFING 
ATTACK  
    
 Our proposed scheme 
The Convex Hull Click (CHC) scheme allows a user to 
prove knowledge of the graphical password safely in an 
insecure location. To counter the shoulder surfing attack in 
PassPoint-Style graphical password system we propose a 
new scheme with the use of Convex Hull Click method. In 
this scheme, during the time of registration user selects few 
PassPoints on selected image. The user should remember 
the sequence of Passpoints when the time of Login 
process.  
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 Let us assume that registration process is over, 
the user selected few PassPoints. And at the time of login 
the image displays three objects, through these three 
objects on the image user can mentally create the convex 
hull. For example the user choose animals image for the 
login process.  

 
The screens of the login page are shown in the following 
fig.3 and fig. 4. 
 

 
Fig.3: A screen shot selected image for clicking 
 

 
Fig.4: A Screen shot selected image for clicking 

After assuming the hull, the user should decide 
whether the Passpoint is inside the hull or not. If the 
PassPoint is within the convex hull user need not click the 
passpoint. But whatever the passpoints that are outside the 
convex hull that are to be clicked by the user. And for each 
time of clicking, the three objects will change their place 
randomly, resulting the hull will be changed to another 
place of the image. And after clicking all the passpoints in 
the sequence order, then the submit button will be clicked 
for the login process. If all the passpoints are within the 
convex hull, the user has to click only the submit button to 
enter. From time to time Hull changes its place, so the user 
will not click the same no. of clicks in the same place. And 
also with the use of these objects in the login process the 
attacker’s mind can be diverted to see the objects but not 

the Passpoints. That’s why we can counter the shoulder 
surfing attack. 

 
VI. CONCLUSION  
 
The graphical password system has some important issues. 
The first issue is that the people are better at memorizing 
graphical passwords than text-based passwords. And also 
graphical passwords have a large password space over 
alphanumeric passwords. Second issue is efficiency; users 
use the mouse to enter a password, it may be slower than 
the keyboard. People should spend more time learning and 
practice the graphical password but by user’s thinking and 
feeling this kind of graphical passwords will be much 
easier than alphanumeric passwords. Although graphical 
passwords are vulnerable to shoulder surfing attacks, our 
method provides security over this attack.  
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